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Why you need to know about cyber security 

Cyber security is about protecting your computer-based equipment 
and information from unintended or unauthorised access, change or 
destruction. 

Most of us now use the internet to do business, [V�HK]LY[PZL�HUK�ZLSS��ÄUK�UL^�
markets, customers and staff, communicate with customers and suppliers, and carry 
V\[�V\Y�ÄUHUJPHS�[YHUZHJ[PVUZ��;OL�PU[LYUL[�IYPUNZ�O\NL�VWWVY[\UP[PLZ�HUK�ILULÄ[Z��)\[�
P[�HSZV�IYPUNZ�YPZRZ��,]LY`�KH`�[OLYL�HYL�H[[HJRZ�VU�[OL�0;�Z`Z[LTZ�VM�<2�JVTWHUPLZ�SPRL�
yours, attempting to steal your information and money or disrupt your business.

You can never be totally safe, but most online attacks can be prevented or 
KL[LJ[LK�^P[O�IHZPJ�ZLJ\YP[`�WYHJ[PJLZ�MVY�`V\Y�WLVWSL��WYVJLZZLZ�HUK�0;�Z`Z[LTZ��
;OLZL�ZLJ\YP[`�WYHJ[PJLZ�HYL�HZ�PTWVY[HU[�HZ�SVJRPUN�`V\Y�KVVYZ�VY�W\[[PUN�`V\Y�JHZO�
in a safe. You can manage your online security in the same way you would protect any 
other aspect of your business. With more customers demanding that their suppliers 
are secure, this is becoming a business necessity.

;OPZ�N\PKHUJL�WYV]PKLZ�`V\�^P[O�H�NVVK�WYHJ[PJL�MV\UKH[PVU for business 
V^ULYZ�HUK�THUHNLYZ��@V\»SS�ÄUK�SPURZ�[V�V[OLY�ZV\YJLZ�VM�NVVK�HK]PJL�H[�[OL�LUK�
VM�[OPZ�IVVRSL[�PM�`V\�ULLK�[OLT��@V\�KVU»[�ULLK�[V�IL�HU�0;�L_WLY[�[V�PTWYV]L�`V\Y�
ZLJ\YP[ �̀�;HRPUN�ZVTL�ZPTWSL�Z[LWZ�JHU�OLSW�THRL�HSS�[OL�KPMMLYLUJL�

;HRL�[OL�ZPTWSL�Z[LWZ�ZL[�V\[�PU�[OPZ�IVVRSL[�HUK�`V\Y�I\ZPULZZ�^PSS�ILULÄ[��
@V\�JHU�ZH]L�TVUL`�[OYV\NO�HKVW[PUN�HU�LMÄJPLU[�YPZR�THUHNLTLU[�HWWYVHJO���WSHU��
implement and review. You can gain a competitive advantage by being seen to take 
security seriously. Good security can be an enabler for a thriving business: you will be 
protecting your assets, your reputation, your customers, and your peace of mind. 
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Understanding the risks to your business
What is directly at risk?
@V\Y�TVUL �̀�`V\Y�0;�LX\PWTLU[��`V\Y�0;�IHZLK�ZLY]PJLZ�HUK�`V\Y�PUMVYTH[PVU��
Information is an asset that can take many forms: client lists, customer databases, 
`V\Y�ÄUHUJPHS�KL[HPSZ��`V\Y�J\Z[VTLYZ»�ÄUHUJPHS�KL[HPSZ��KLHSZ�`V\�HYL�THRPUN�VY�
considering, your pricing information, product designs or manufacturing processes.
;OLYL�PZ�H�YPZR�[V�`V\Y�0;�ZLY]PJLZ�HUK�PUMVYTH[PVU�^OLYL]LY�[OL`�HYL�Z[VYLK��^OL[OLY�
held on your own systems and devices, or on third-party hosted systems (the cloud).

Who could pose a threat to these assets? 
�� Current or former employees, or people you do business with. Compromising your 

information by accident, through negligence, or with malicious intent.
�� Criminals. Out to steal from you, compromise your valuable information or disrupt 

your business because they don’t like what you do. 
�� )\ZPULZZ�JVTWL[P[VYZ��>HU[PUN�[V�NHPU�HU�LJVUVTPJ�HK]HU[HNL�

What form could the threat take?
�� ;OLM[�VY�\UH\[OVYPZLK�HJJLZZ�VM�JVTW\[LYZ��SHW[VWZ��[HISL[Z��TVIPSLZ�
�� 9LTV[L�H[[HJR�VU�`V\Y�0;�Z`Z[LTZ�VY�^LIZP[L�
�� Attacks to information held in third party systems e.g. your hosted services or 

company bank account.
�� Gaining access to information through your staff.

What impact could an attack have?
�� -PUHUJPHS�SVZZLZ�MYVT�[OLM[�VM�PUMVYTH[PVU��ÄUHUJPHS�HUK�IHUR�KL[HPSZ�VY�TVUL �̀
�� Financial losses from disruption to trading and doing business – especially if you 

are dependent on doing business online. 
�� Costs from cleaning up affected systems and getting them up and running.
�� *VZ[Z�VM�ÄULZ�PM�WLYZVUHS�KH[H�PZ�SVZ[�VY�JVTWYVTPZLK�
�� Costs of losing business through damage to your reputation and customer base.
�� Damage to other companies that you supply or are connected to.

 How bad could it be?

 A single successful attack could seriously damage your business.
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How you can manage the risks

PLANNING

1. What information assets are critical 
to your business?  

2. What kinds of risk could they be 
L_WVZLK�[V&�

3. What legal and compliance 
requirements is your business 
subject to?

4. How could you continue to do 
business if you were attacked?

5. How can you manage these risks on 
an ongoing basis?

REVIEWING

1. Are you reviewing and testing the 
effectiveness of your controls?

2. Are you monitoring and acting on the 
information you receive from them?

3. Do you know what the latest threats 
are?

0473,4,5;05.

1. Have you put in place the right 
security controls to protect your 
LX\PWTLU[��PUMVYTH[PVU��0;�Z`Z[LT�
HUK�V\[ZV\YJLK�0;�ZLY]PJLZ&

2. Do your staff know what their 
responsibilities are? Do they know 
what good practice looks like?

3. If you are attacked or something 
goes wrong, how will you deal with it 
and get back to business? Who will 
you turn to for help?

See “Implementing” on p.7 for simple steps to take See “Reviewing” on p.8 for simple steps to take

See “Planning” on p.6 for simple steps to take

L
L

I
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Planning

Consider whether your business could be a target - this will indicate the level of 
YPZR�`V\Y�I\ZPULZZ�PZ�L_WVZLK�[V��(ZR�HYV\UK�[V�ZLL�^OL[OLY�HU`�VM�`V\Y�Z\WWSPLYZ��
major customers or similar businesses in your area have been attacked, so you 
JHU�SLHYU�MYVT�[OLPY�L_WLYPLUJLZ��

2UV^�^OL[OLY�`V\�ULLK�[V�JVTWS`�^P[O�WLYZVUHS�KH[H�WYV[LJ[PVU�SLNPZSH[PVU�HUK�
Payment Card Industry compliance (see p.10 for links to further information). 

0KLU[PM`�[OL�ÄUHUJPHS�HUK�PUMVYTH[PVU�HZZL[Z�[OH[�HYL�JYP[PJHS�[V�`V\Y�I\ZPULZZ��HUK�
[OL�0;�ZLY]PJLZ�`V\�YLS`�VU��Z\JO�HZ�[OL�HIPSP[`�[V�[HRL�WH`TLU[Z�]PH�`V\Y�^LIZP[L��
(ZZLZZ�HSS�[OL�0;�LX\PWTLU[�^P[OPU�`V\Y�I\ZPULZZ��PUJS\KPUN�TVIPSL�HUK�WLYZVUHS�
0;�KL]PJLZ��<UKLYZ[HUK�[OL�YPZRZ�[V�HSS�VM�[OLZL�[OPUNZ�I`�JVUZPKLYPUN�OV^�[OL`�HYL�
currently managed and stored, and who has access to them. 

Assess the level of password protection required to access your equipment and/or 
online services by your staff, third parties and customers, and whether it is enough 
to protect them.     
 

Ensure that your staff have appropriate awareness training, so that everyone 

understands their role in keeping the business secure.

+LJPKL�^OL[OLY�`V\�ULLK�[V�THRL�HU�PU]LZ[TLU[��VY�ZLLR�L_WLY[�HK]PJL��[V�NL[�
the right security controls in place for your business. You could seek advice from 
accredited security consultants, internet and managed service providers or even 
your web designer if they have the capability. 

Consider who you could turn to for support if you are attacked, or if your online 
ZLY]PJLZ�HYL�KPZY\W[LK�PU�ZVTL�^H �̀�+LÄUL�^OH[�`V\Y�YLJV]LY`�WYVJLK\YLZ�^V\SK�
be, and how you could keep your business running, particularly if you trade online. 

Take these steps to make information security part of your normal 
business risk management procedures. 

�

�

�

�

�

�

�
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Implementing

Malware protection: install anti-virus solutions on all systems, and keep 
your software and web browsers up to date. Consider restricting access to 
PUHWWYVWYPH[L�^LIZP[LZ�[V�SLZZLU�[OL�YPZR�VM�ILPUN�L_WVZLK�[V�THS^HYL��*YLH[L�H�
policy governing when and how security updates should be installed. 

Network security: increase protection of your networks, including wireless 
UL[^VYRZ��HNHPUZ[�L_[LYUHS�H[[HJRZ�[OYV\NO�[OL�\ZL�VM�ÄYL^HSSZ��WYV_PLZ��HJJLZZ�SPZ[Z�
and other measures. 

:LJ\YL�JVUÄN\YH[PVU!�THPU[HPU�HU�PU]LU[VY`�VM�HSS�0;�LX\PWTLU[�HUK�ZVM[^HYL��
0KLU[PM`�H�ZLJ\YL�Z[HUKHYK�JVUÄN\YH[PVU�MVY�HSS�L_PZ[PUN�HUK�M\[\YL�0;�LX\PWTLU[�
used by your business. Change any default passwords.

Managing user privileges: YLZ[YPJ[�Z[HMM�HUK�[OPYK�WHY[`�HJJLZZ�[V�0;�LX\PWTLU[��
Z`Z[LTZ�HUK�PUMVYTH[PVU�[V�[OL�TPUPT\T�YLX\PYLK��2LLW�P[LTZ�WO`ZPJHSS`�ZLJ\YL�[V�
prevent unauthorised access. 

Home and mobile working, including use of personal devices for work: ensure that 
sensitive data is encrypted when stored or transmitted online so that data can only 
be accessed by authorised users.

Removable media: YLZ[YPJ[�[OL�\ZL�VM�YLTV]HISL�TLKPH�Z\JO�HZ�<:)�KYP]LZ��*+Z��
DVDs and secure digital cards, and protect any data stored on such media to help 
stop data being lost and to prevent malware from being installed.

Monitoring:�TVUP[VY�\ZL�VM�HSS�LX\PWTLU[�HUK�0;�Z`Z[LTZ��JVSSLJ[�HJ[P]P[`�SVNZ��HUK�
ensure that you have the capability to identify any unauthorised or malicious activity.

Take these steps to put the right security controls in place for your 
business. If you use third-party managed IT services, check your 
contracts and service level agreements, and ensure that whoever 
handles your systems and data has these security controls in place. 

�

�

�

�

�

�

�
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Reviewing

;LZ[��TVUP[VY�HUK�PTWYV]L�`V\Y�ZLJ\YP[`�JVU[YVSZ�VU�H�YLN\SHY�IHZPZ�[V�THUHNL�HU`�
JOHUNL�PU�[OL�SL]LS�VM�YPZR�[V�`V\Y�0;�LX\PWTLU[��ZLY]PJLZ�HUK�PUMVYTH[PVU�

Remove any software or equipment that you no longer need, ensuring that no 
sensitive information is stored on it when disposed of. Review and manage any 
change in user access, such as the creation of accounts when staff arrive and 
deletion of accounts when they leave. 

If your business is disrupted or attacked, ensure that the response includes 
removing any ongoing threat such as malware, understanding the cause of the 
incident and, if appropriate, addressing any gaps in your security that have been 
PKLU[PÄLK�MVSSV^PUN�[OL�PUJPKLU[��

If you fall victim to online fraud or attack, you should report the incident to the 
police via the Action Fraud website. You may need to notify your customers and 
suppliers if their data has been compromised or lost (see p.10 for links to further 
information). 

Take these steps to review your security and respond to any changes 
or problems you identify, including attacks or disruption to business.

�

�

�

�
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What happened? A rival organisation with hostile intentions collected key 

information about a small manufacturing company over a period of time and 

\ZLK�P[�HNHPUZ[�[OLT��/V^&
�;OL�H[[HJRLYZ�\ZLK�ZVJPHS�

TLKPH�ZP[LZ�[V�PKLU[PM`�RL`�

employees and to get information about locations, contact details and current 

work projects. Armed with this information the adversary: 

�� sent targeted and realistic-seeming emails to a number of staff in different 

teams, containing attachments infected with malware; 

�� stole a work laptop from the managing director on a business trip.

;OL�H[[HJRLY�\ZLK�[OL�THS^
HYL�JHWHIPSP[`�[VNL[OLY�^P[O

�[OL�Z[VSLU�SHW[VW�[V�

NL[�PU[V�[OL�UL[^VYR�HUK�L
_[YHJ[�]P[HS�PUMVYTH[PVU�HIV

\[�[OL�JVTWHU`�HUK�P[Z�

JVU[YHJ[�IPK��;OL`�\ZLK�[O
PZ�[V�WYVK\JL�H�YP]HS�IPK�H[�

H�SV^LY�JVZ[��\ZPUN�Z[VSLU�

intellectual property. 

What steps could have prevented this attack?
Planning
Risk management: considering what information assets the business held 
would have led to information about the contract bid being better protected. Implementing
Staff awareness: training staff on the safe use of social media could have 
prevented so much sensitive company data being gathered from open sources.Home and mobile working: An encrypted laptop with robust password 
protection could have prevented unauthorised user access to sensitive 
company data.

Scenario: small business loses important contract

What was the impact?�;OL�JVTWHU`�SVZ[�V\[�VU�[OL�JVU[YHJ[��>P[OV\[�[OPZ�^VYR��
it was impossible to maintain the full workforce and half of the employees were 
THKL�YLK\UKHU[��;OPZ�UL^Z�^HZ�WPJRLK�\W�I`�[OL�SVJHS�TLKPH��SLHKPUN�[V�SHZ[PUN�
reputational damage and further loss of business.
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Where to get more information and advice
Get Safe Online 
Practical advice on all aspects of cyber protection for small businesses at:
https://www.getsafeonline.org/businesses 

0UMVYTH[PVU�*VTTPZZPVULY»Z�6MÄJL��0*6�
Advice on your business’ personal data responsibilities and obligations at: 
http://ico.org.uk/for_organisations
.\PKHUJL�VU�����0;�ZLJ\YP[`�^P[O�H�MVJ\Z�VU�KH[H�WYV[LJ[PVU�PZZ\LZ������IYPUN�`V\Y�V^U�
KL]PJL��)@6+��HUK�����JSV\K�JVTW\[PUN�H[!
O[[W!��PJV�VYN�\R�MVYFVYNHUPZH[PVUZ�N\PKHUJLFPUKL_�KH[HFWYV[LJ[PVUFHUKFWYP]HJ`FHUKF
electronic_communications 

Payment Card Industry Security Standards Council
Advice on online trading and payment account data security at:
https://www.pcisecuritystandards.org/

Action Fraud
9LWVY[�PU[LYUL[�JYPTL�HUK�ÄUK�N\PKHUJL�VU�WYL]LU[PUN�MYH\K�H[!
http://www.actionfraud.police.uk/

HM Government 
Cyber security guidance for businesses at: 
https://www.gov.uk/government/publications/cyber-risk-management-a-board-level-
responsibility 
0UMVYTH[PVU�VU�[OL�NV]LYUTLU[»Z�<2�*`ILY�:LJ\YP[`�:[YH[LN`�HUK�WYVNYHTTL�H[!
https://www.gov.uk/government/policies/keeping-the-uk-safe-in-cyberspace
Advice on technical measures at:
http://cpni.gov.uk/advice/cyber

-LKLYH[PVU�VM�:THSS�)\ZPULZZLZ��-:)�  
Support and advice for members on a range of small business issues at:
http://www.fsb.org.uk

Intellect
(K]PJL�HUK�Z\WWVY[�MYVT�[OL�<2�[LJOUVSVN`�PUK\Z[Y`�[YHKL�HZZVJPH[PVU�H[!�
http://www.intellectuk.org/
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